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Abstract: Traditional network security situational assessment is mainly for the macro network security situation,

not for the specific equipment, especially for the key network device. A conception about the higher secure attribute
value device was introduced, based on which a threat situational assessment research framework was presented and
assessment indexes were discussed. A quantitative threat situational assessment method for higher secure attribute

value device was proposed based on assessment research framework and assessment indexes. The experiment results
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show that the proposed method can assess device threat situation accurately and effectively. Meanwhile, the method

is more general and objective than traditional methods.
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Figure 2 The framework of quantitative device threat situational assessment
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Table 1 Assessment indexes
attrivalue, At/n Aper, severity Status loss Status probability
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int, ti1 pere-1)time=t; CVssy severity —
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Wi n > Apere) — — —
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begin

1) select{config,.x;, config,.x,, -
config,.x,, j<<n} from devattrinfo. config,

-, config,.x;, -,

2) select{vulnerabilities,.y;, vulnerabilityes,.
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from devattrinfo.vulnerabilities,

3) select{perinfo,.z;,perinfo,.z,, - - ,perinfo,.zg, -,
perinfo,.z;,g<h } from devattrinfo.perinfo,

4) ntu+h=k; SR B YEAE E*/
5) for each config..x;, j=1,2,---,n ,v;=0
6) ifa; € config.. x; a’i = a; ,vi++, Peonsig(@ ;)=

k

7) for each vulnerabilities,.y,, =1,2,---,u ,v,=0

8) if a; € vulnerabilities,.y,, a'; a;, vytt,
v

pvul(a ’i):?z

9) for each perinfo,.z,, g=1,2,---,h ,v3=0

{alert,}={a,.a, -, diy - ay, IS M}
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Figure 3 The algorithm for assessing effectiveness of threat alerts
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10) if ;€ perinfo..z,, a’i = a; ,vi++, ppela’)=

11) prncea(a D)= Peontig(@’D pyu(@’)+ ppea’s)
12) return{alert’,}={a';, a%,--,a';,-,a",i<m,
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end
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begin

1) for each alert’, a'y, a%,,a',-,a'

2) let X;, X;represent the status of device

3) E_status=clustered( {alert’,});/* 58 & 44 */

4) Xi={a' ', a'pt, Xi=lal, ajo, -, alisg)
P+ B GRR IR

5) X=parent(X;)/* H 4 o 15 2Cff e R A& AL
TRARH

6) let E_status, represent the device status on

7) time ¢, E_status, represent the device status

8) on time ¢, 1<t’

9) E_status,=X;, E_status,=X;, andX;= parent
(X))

10) device status from E_status, to E_status,/*
BERIRZS X S 2 Xp*/

11) return £_status, = X; and status_probabitity =

1 < ,
pthreat(AX;‘): E Z Pihreat (aj+l )
i=0

end
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Figure 5 Topology of experiment network
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Table 3 Asset information in experimental network

security attribute infomation, config,
id, name, type.
conf, int, avail, attrivalue, ipe port, servic,
de_001 Snort network 3 3 3 2.197 192.168.200.206 any snort
de_002 LVS service 2 3 4 2.393 192.168.200.100 112 lvs keepalived
de 003 Tomcat service 3 3 4 2.654 192.168.200.101 8 080 tomcat
de 004 MongoDB service 4 3 4 3.066 192.168.200.102 27017 mongod
de_005 FA/DNS/AD/DHCP service 2 3 4 2.393 192.168.100.103 5338967 68 dns Idap dhcp
de_006 NFS service 5 4 5 4.066 192.168.200.104 2 049 rpcbind nfs
de 007 LogServer service 4 3 3 2.737 192.168.0.105 514 syslog
de 008 SFtpServer service 4 3 3 2.737 192.168.200.106 22 sftp
de 009 SVN service 4 4 4 3.197 192.168.200.107 3690 svn
de 010 Switcher network 2 3 5 3.115 192.168.200.108 68 dhep
de 011 FW IPSec Security 5 5 5 4.197 124.65.190.74 80 443 21 500 http https ftp ike
network 192.168.0.1 4500 1372049 ipsec netbios nfs
192.168.200.1 44525 161 smb smtp snmp
192.168.100.1 2251423 ssh syslog telnet
389 Idap

T4 HEMEEMN
Table 4 The device vulnerabilities

id, name, type. vulnerabilities,
CVE-2017-7645
de 006 NFS service CVE-2017-7187
CVE-2017-7494

de 011 FwW Security Table 2

N TR AN [ 3 S b e e A R AN (R %
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51 KWIHS

a1 B 5
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(I AN R A W s I /7 3 G
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A E I i A 6P UIBU R & E it
Al

W= 2 WA LTE Internet X de 011 7%
BATRBAU R
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Figure 6 The results for assessing effectiveness of threat alerts
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